The goal was to create and test a physical standby database for a 24/7 shop.

Requirements:
Same OS: Our environment is Solaris 10
Same Version of Oracle: Our Oracle install is 10.2.0.3

We apply all CPU patches, and beyond the scope of this paper.

We switch between our primary database server and our standby database server to perform maintenance. At this time we are adding a second standby database server to be used for high availability and to allow us to always have at least one standby database server active at all times. We now consider operating without a standby database server like walking a tight rope over a sea of razor blades.

Solution

Good to do but not required: I created the same directory structure on the standby server as is on the primary server. This is not required; however it makes life easier when it comes to setup and maintenance.

Notes: We are not using ASM in this environment. 

Procedures:
1) I always install Oracle by cloning the primary Oracle Home. This ensures that I have the same patch level on my primary as I have on my standby database.

2) I create a tar file admin<sid>.tar of my /opt/oracle/admin/<sid> directory and copy that to my backup directory on my primary server. 

3) I remove $ORACLE_HOME/dbs/spfile<sid>.ora because I am going to recreate from the pfile after it is edited.

4) I configure the listener on the standby database to accept connections.

5) Start the listener on the standby database.

a. I go ahead and start the listener because when I am done configuring tnsnames.ora on the primary server; my next action will be to test the connection.

6) I perform a hot backup of my oracle data files.

7) I configure tnsnames.ora to find my standby database.

a. Because I have already installed Oracle on my standby database and started a listener, I execute tnsping <sid> to ensure connectivity. I started doing this because we had issues in the past of a firewall not being properly configured. If I don’t have connectivity, I will then contact our firewall and network administrators to correct any problems we have with port 1521 communicating with our standby database.

8) I add log_archive_dest_2 to my spfile and alter the database instance at the same time.

a. Alter database set log_archive_dest_2=’service=’standby database alias reopen=300’ scope=both;
b. I expect to get errors in the alert_<sid>.log until I have finished completing the setup.

9) I copy all archive logs to my backup directory. This is just so I have all the files I need to transfer in one place. This is just to make life a little simpler for me. When I am done, I will purge the archive logs from this directory and keep the backup. Note: our backup scripts pick up archive logs from log_archive_dest_1.

10) I create a standby control file.

a. sql> alter database create standby controlfile as ‘/opt/oracle/home/<sid>.backups/control.ctl’;

11) I now start transferring files to my standby database. At this time I transfer all files to the same backup directory. I distribute the files from this backup directory their permanent location after the copy is complete. For this I use scp. But at times I have had to use my vpn connection during this process. It is a pain being in the middle of a 32G copy and then have my vpn connection drop. If I am using vpn, I have my Solaris administrators setup a certificate between my primary database server and my standby database server. From there I put the scp command to copy all my files into cron.

12) Once all the files have been transferred to the standby database server, I distribute the data files to my /opt/oracle/oradata/<sid>/ directory.

13) On the standby database server I then copy all the archive logs to /opt/oracle/home/oradata/<sid>/archive/ directory.

14) On the standby database server I then copy the standby controlfiles to their proper locations. For this I use the one standby controlfile I created and copy it to /opt/oracle/oradata/<sid>/control01.ctl, /opt/oracle/oradata/<sid>/control02.ctl and /opt/oracle/oradata/<sid>/control03.ctl.

15) On the standby database server I then copy the admin<sid>.tar file to /opt/oracle/admin/<sid> and untar the file.

16) On the standby database server I edit tnsnames.ora file to put an alias in for my primary database.

17) On the standby database server I edit /opt/oracle/admin/<sid>/pfile/init<sid>.ora file to include the lines.

a. log_archive_dest_1= "location=/oracle/oradata/<sid>/archive"
b. log_archive_dest_2= ‘service=<primary database alias> reopen=300’

I put in log_archive_dest_2 so I can switch back and forth between my primary database and my standby database.

18) On the standby database server I recreate the spfile from the pfile I just edited.

a. create spfile from pfile;
b. Note: this is assuming you have linked the pfile to $ORACLE_HOME/dbs. If not, you will get the error. ORA-01078: failure in processing system parameters LRM-00109: could not open parameter file. If I get this error, I simply link the pfile to $ORACLE_HOME/dbs.

i. ln /opt/oracle/admi/<sid>/pfile/init<sid>.ora $ORACLE_HOME/dbs/init<sid>.ora

19) At this point I am ready to mount the standby database.

a. startup nomount;
b. alter database mount standby database;

20) I start applying the archive logs that I copied over. Then copy over any left over archive logs to finish the setup.

a. recover standby database;
b. You can also use recover automatic standby database. However I like to see the logs being applied.
c. When the logs are done being applied, go back to your primary database and copy over any archive logs that have been generated sense my hot backup then apply those logs by executing

i. recover standby database.

21) I then open the database in read only mode to check that I am not getting any errors.

a. alter database open read only;
b. select some data from the database;

22) I then shutdown the database, mount the database and put it in managed recover mode.

a. shutdown immediate;
b. startup nomount;
c. alter database mount standby database;
d. recover managed standby database disconnect from session;

23) At this point I am now interested that the primary database is shipping the archive logs over to the standby database and the archive logs are being applied.

a. On my primary database server I execute a couple of log switches.

i. alter system archive log current;

b. Then I check my max log sequence number on my primary database.

i. select max(sequence#) from v$log_history;

c. I then switch to my standby database and check to see that logs are being applied.

i. select max(sequence#) from v$log_history;

d. These two number from steps 24(b) and 24(c) should agree. If not I look at the alert_<sid>.log and check for error messages.

24) My build of the standby database server is complete. Part of my daily checklist is the check the health of the standby database by comparing the max sequence numbers on both the primary database and the standby database.

